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ABSTRACT : 



In a distributed computing environment, a method, system and program product 
for monitoring, from a client computer system the performance of an application 
program residing on a server computer system. A probe program residing at the 
client computer generates requests for the services of the application program 
and records transaction records based upon service responses therefrom. The 
requests and transaction record generation is controlled by a set of probe 
configuration information at the client computer. Transaction records are 
provided to a central repository whereat statistical information is 
pre-processed and inserted into statistics tables. A display system enables a 
computer user to interactively request and view a plurality of displays of data 
sets of the monitoring data. Each data set includes data elements which may be 
interactively indicated by the viewer to cause the retrieval and display of 
related data sets having data elements associated with those in the original 
display. 

33 Claims, 18 Drawing figures 
Exemplary Claim Number: 1 
Number of Drawing Sheets: 18 
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Brief Summary Text - BSTX (2) : 

The present invention is generally related to the field of network system 
service, and particularly to an end-user based application availability and 
response monitoring and alerting system, method and program product. More 
specifically, the present invention enables the monitoring of availability and 
response time or other desired performance metrics of an application program 
from the perspective of an end-user utilizing the application program over a 
distributed computing network. Additionally, the invention provides a readily 
accessible reporting system for dynamically communicating the real-time results 
of the application program monitoring. The monitoring system is implemented 
such that it is not platform specific, does not impact the performance of the 
monitored applications, and permits easy maintenance. The reporting system 
enables real-time analysis of the monitoring results, via graphical display, at 
a variety of levels of granularity available to any user of the network from a 
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central repository thereon. Additionally, the invention includes facilities 
for establishing performance thresholds for the application program and for 
determining when the established thresholds have been violated which may 
indicate performance aberrations of the program. The invention further 
provides alert signals indicative of the threshold violation to a service or 
support entity so as to quickly provide the appropriate services to the poorly 
functioning application. 



Brief Summary Text - BSTX (7) : 

In many instances an information technology services (IT) organization 
either within or outside of the enterprise is charged with the responsibility 
for managing the distributed computing environment. Typically, a service level 
agreement (SLA) with such an agency specifies an expected level of application 
availability and response time for the users of such a network. Adherence to 
these expected baseline levels is required to fulfill contractual obligations 
and the failure to achieve these baselines may directly result in the loss of a 
customer's business. Accordingly, an application monitoring system which 
provides real-time data regarding application availability and response time 
would be an invaluable asset to such an organization. 



Brief Summary Text - BSTX (9) : 

A number of passive monitoring systems exist for gathering available data 
from servers and/or clients in a distributed computing system. 

Brief Summary Text - BSTX (10) : 

For example, U.S. Pat. No. 4,858,152 to Estes for "Operator Access To 
Monitoring Applications" (issued Aug. 15, 1989 and assigned to the present 
assignee) teaches a microcomputer-based monitoring system for concurrently 
monitoring a plurality of host applications running on a mainframe computer, 
for summarizing the monitored information and for graphically displaying the 
information on the display screen of a microcomputer system as well as to 
provide an alarm mechanism for indicating the attainment of user-defined 
thresholds. The Multiple System Application Monitor (MSAM) taught by Estes 
receives existing summarized information from the host machine and reduces the 
information to an accurate picture of the applications running on the host . 



Brief Summary Text - BSTX (12) : 

The aforementioned patents, while offering valuable information to a network 
manager, do not, by themselves, test application availability or response 
times, but rather they depend upon data being generated by other parts of the 
system. In the case of Estes, the information is already available at the host 
for provision to the microcomputer, and in Chen et al . , the system statistical 
data is captured at the server and provided to the data collector. Thus, in 
both cases these monitoring tools do not generate relevant client-based 
availability information and are constrained to collecting and reporting 
pre-existing information on system performance. If no relevant data on 
application availability and response time from a client's perspective is 
previously available for these tools, they will not satisfy the objectives of 
the data manager. 



Brief Summary Text - BSTX (13) : 

Several monitoring systems disclose mechanisms for independently generating 
information indicative of the status of the distributed computing system and 
collecting and reporting the generated information. 



Brief Summary Text - BSTX (16) : 

U.S. Pat. No. 5,675,798 to Chang for "System And Method For Selectively 
And Contemporaneously Monitoring Processes In A Multiprocessing Server" (issued 
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Oct. 7, 1997 and assigned to the present assignee) teaches a monitoring system 
wherein information regarding the status of each client's application program, 
as it is reflected by a server process, is acquired and made available to the 
network administrator. The server process monitor program provides information 
to the network administrator at the granularity level of each client's process 
within the client- server network. 



Brief Summary Text - BSTX (17): 

In each of the foregoing examples, the monitoring system requires an 
intrusive monitor or probe installed at the server level either in the 
application program running on the server as in Skagerling, or running on the 
server in a supervisory mode to collect information form monitored applications 
running thereon. In either case, the results of the probe are not instructive 
as to the experience of the client since the information is being generated and 
gathered on the server side of the network rather than the client side. 
Moreover, the addition of this monitoring code to servers running in the 
network creates the same maintenance problems as, and may simply be thought of, 
as adding yet another application to each of the servers. Furthermore, the 
execution of these monitoring programs may substantially degrade the 
performance of their host servers, and in turn the networks that they serve, 
with the dichotomous result that in the name of efficiently managing the 
network the very tool being used to achieve that objective creates an 
inefficient network. 



Brief Summary Text - BSTX (18) : 

From the foregoing it can be seen that a new application monitoring system 
which generates availability and response time information or any other desired 
application program metrics from the perspective of a client would be of great 
value to a network administrator. The system should be designed to be 
implemented as a probe at any point within a complex distributed computing 
environment at which a client computer system may be coupled, and the function 
of the probe should have negligible impact on the performance of the network. 
The system should be customizable to provide real time alert signals alerting a 
recipient of the traversal of user-defined thresholds such as a maximum 
tolerable response time or minimum availability of a monitored application 
program. 



Brief Summary Text - BSTX (19) : 

The monitoring system should provide dynamic reports on, for example, 
application program availability and response time, which can be tailored by 
the observer to display in graphical or tabular form the real-time and archived 
monitoring information relevant to the particular observer. The reports should 
be displayed in such a manner that the viewer may display either via a graph or 
table or otherwise data relating to the performance of many servers and/or 
applications and should provide an interactive facility for enabling the viewer 
to "drill -down" to view data on specific servers or applications and/or to 
drill up therefrom to a broader view of the performance data. 



Drawing Description Text - DRTX (9) : 

FIG. 7 and 7a illustrate a display screen for a front-end graphical user 
interface for the viewer's computer showing scalable measurements of 
application availability and response time for a Lotus Notes application 
program running on all listed servers for the Poughkeepsie site for the month 
of February 1998; 
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ABSTRACT : 



A system, method and article of manufacture are provided for managing an 
environment in a development architecture framework. Service of a system is 
managed based on service level agreements and/or operations level agreements. 
A plurality of system management operations are performed. The system 
management operations include start-up and shut-down operations, back-up and 
restore operations, archiving operations, security operations, and performance 
monitoring operations. Service is planned in order to anticipate and implement 
changes in the system. 

1'5 Claims, 14 Drawing figures 

Exemplary Claim Number: 1 

Number of Drawing Sheets: 14 



Detailed Description Text - DETX (17) : 

Programming languages are beginning to fully support the OOP principles, 
such as encapsulation, inheritance, polymorphism, and composition-relationship. 
With the advent of the C++ language, many commercial software developers have 
embraced OOP. C++ is an OOP language that offers a fast, machine-executable 
code. Furthermore, C++ is suitable for both commercial -application and 
systems -programming projects. For now, C++ appears to be the most popular 
choice among many OOP programmers, but there is a host of other OOP languages, 
such as Smalltalk, Common Lisp Object System (CLOS) , and Eiffel. Additionally, 
OOP capabilities are being added to more traditional popular computer 
programming languages such as Pascal . 



Detailed Description Text - DETX (582) : 

In the development environment, it may be possible to outsource certain 
Systems Management tasks. For example, the LAN supplier may be willing to take 
responsibility for LAN support, upgrades, and so on. Similarly, an existing 
data processing center may be willing to take responsibility for host 
operations. Such agreements are very beneficial and make it possible to use 
project team members more effectively. However, outsourcing the development 
environment carries a risk, which can be mitigated by defining a Service Level 
Agreement with the provider. This will generally be very similar to the SLA 
established between the Environment Management team and the developers. One 
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important difference is that punitive measures (to be applied if the SLA is not 
respected) must be specified to ensure that outside suppliers are strongly 
motivated to abide by the agreement. 

Detailed Description Text - DETX (1533) : 

Prototypes may also be used to prove architecture concepts (for example, to 
verify the flow of messages from the client to the host ) , to ensure that the 
system is not based on an architecture that is fundamentally flawed. 

Detailed Description Text - DETX (1683) : 

The tool should be scalable to support growth in application size, users, 
and developers . 

Detailed Description Text - DETX (2145) : 

Problems can be logged both as a result of one or more incidents, or through 
proactive monitoring of the system, before any incidents have been logged. 

Detailed Description Text - DETX (2439) : 

The number of security components required to secure a distributed 
environment will increase due to the computing power available through the use 
of these new technologies and the heterogeneity of the environment. Although 
things such as dial-up access, LAN access, multiple host access, etc. introduce 
new user capabilities, they simultaneously introduce security risks into the 
system. 

Detailed Description Text - DETX (2563) : 

The release library may reside of several platforms. UNIX software may be 
stored on UNIX servers, host software on hosts and third party workstation 
software may be on floppy disks. 

Detailed Description Text - DETX (2639) : 

May require use of some or all of the following monitoring tools: operating 
system monitor, on-line monitor, batch monitor, data base monitor, ( host, 
server) and network monitor (WAN, LAN) . 



Detailed Description Text - DETX (2693) : 

File transfers in a distributed environment are not confined between hosts . 
File transfers can take place in a bidirectional fashion between hosts, servers 
and workstations. Due to the geographical disparity and number of devices in 
these environments, file transfers will increase the traffic over the network 
and will require careful scheduling to ensure that the necessary file transfers 
take place amidst the rest of the processing. 
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ABSTRACT : 



A parallel distributed computing system having a plurality of processors 
connected in a network of nodes, each node having software installed thereon, 
and a control workstation controlling the nodes in the network. A list of the 
levels of the software installed at each node is stored at the control 
workstation. A list of software subsystems affected by a command to be 
executed is stored at the nodes of the network, including the control 
workstation. In addition, a control script for each of said software 
subsystems is stored at the nodes, including the control workstation. Each 
control script provides a routine to be followed for the associated subsystem 
on the associated node or control workstation during the execution of the 
command. Since the control scripts are compatible with the level of software 
installed on the target node, the command will be performed such as to be 
compatible with the software installed on the target node. 



50 Claims, 28 Drawing figures 
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Brief Summary Text - BSTX (3) : 

A parallel, distributed computing system, such as the IBM RISC/System 6000 
Scalable POWERparallel Systems SP computer, contains multiple host computer 
systems or nodes, each running the AIX operating system (the IBM version of the 
UNIX operating system) and the IBM Parallel System Support Programs (PSSP) 
package of system support software. The nodes are grouped into one or more 
system partitions, each of which represents a logical domain which portrays a 
virtual SP environment. Introduced with PSSP version 2.2, each node in a 
system partition may run any supported level of operating system software 
(AIX) . In addition, each node in the system partition may run any level of 
support software (PSSP) supported by the level of operating system running on 
that node. 
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